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Your Small-Town Doctor of Financial Planning Says:
Protect Yourself From Scams

There are some certainties in life beyond death and taxes. For example, you can always be sure that
there are people who want to take your or your family’s money in illegal ways. Here are just a few
prevalent scams and some suggestions on how to protect yourself:

e Check Washing. This is a type of fraud where criminals steal checks from the mail, use chemicals
to erase the original writing, and then rewrite the checks for larger amounts or to different
payees. In addition, even after the initial misuse of the altered check, the fraudsters may then
use the personal identifiable information found on the check and from other stolen mail for
credit card fraud and other unauthorized withdrawals from the checking account. The Financial
Crimes Enforcement Network estimates that there were 680,000 instances of check fraud in
2022, double the previous year's incidents. To help prevent yourself from becoming a victim of
check washing and other types of check fraud, consider taking the following steps:

o Use gel pens. These contain ink that is resistant to washing and cannot be easily erased
by chemicals.

o Do not mail checks in a standard outdoor collection box. Instead, mail them inside the
post office.

o Frequently monitor your bank statements and online account for suspicious activity.

o Use electronic payment methods to reduce the use of checks.

o Retrieve your mail promptly and don't leave it in your mailbox overnight.

e Ghosting. Here, an identity thief uses personal information obtained from an obituary to assume
the identity of a deceased individual. That information is then used to access or open financial
accounts, take out loans, and file fraudulent tax returns to collect refunds. Typically, a ghosting
scam will occur shortly after someone's death--before it has been reported to banks, credit
report agencies, or government organizations such as The Social Security Administration (SSA) or
Internal Revenue Service (IRS). To help prevent such scams, add the following to your
postmortem checklist as part of your estate planning process or following a family member’s
death:

o Report a death as soon as possible to the SSA, IRS, and applicable banks and other
financial institutions.

o Contact the Department of Motor Vehicles to cancel the deceased's driver's license.

o Ask the major credit reporting bureaus (Equifax, Experian, and TransUnion) to put a
"deceased alert" on the deceased's credit reports and monitor them for unusual activity.

o Avoid putting too much personal information in an obituary, such as birth date, place of
birth, or mother's maiden name.

e |nvestment Scams. According to the Federal Trade Commission, in 2023 victims reported losing
$4.6 billion to investment scams, more than any other type of fraud. A red flag that an
investment proposal is a scam is pressure. Are they trying to force you to make a quick decision?




The scam artist might claim that there is limited space or this great deal will soon expire. After
all, the last thing the scammer wants is for you to research either them or the offer they’re
pushing. To protect yourself from investment scams, the FTC recommends the following:

o Do your homework. Research the company and the investment online. And visit
investor.gov, a Security and Exchange Commission website, for more advice on investing
and avoiding fraud.

o Independently verify the investment claims.

o Understand the risks involved in any investment. As the FTC says, “There are no
guaranteed returns—and no investments without risks.”

Unfortunately, the scams discussed here are just the tip of the iceberg. Wrongdoers are always seeking
new and innovative ways to separate trusting individuals from their money, preying particularly on those
they perceive as vulnerable, such as seniors. If you would like to find out more about protecting your
assets and how we can help, please contact The Kelly Group.
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Source: Freedom Federal Credit Union and The Kelly Group are not affiliated. Financial planning services, referenced
by Freedom Federal Credit Union through The Kelly Group, are subject to a referral agreement. Freedom Federal
Credit Union employees receive non-cash compensation, such as meals and/or beverages, from time to time. Due to
such compensation, there is a material conflict of interest and incentive for Freedom Federal Credit Union to
recommend The Kelly Group. For information about The Kelly Group’s financial planning and wealth management
services, contact our office at 410-893-0560 or email us at info@kellyria.com. The Kelly Group is a trade name of
Kelly Financial Group, LLC, a registered investment adviser with the Securities and Exchange Commission

(“SEC”). Registration with the SEC does not imply any level of skill or training. For more information about our
services, please see our Brochure and Relationship Summary, available on the SEC’s website at
www.adviserinfo.sec.gov, and on The Kelly Group’s website at www.kellyria.com.
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